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Personal certificates can be used to electronically sign and encrypt e-mails with S/MIME, 
but also to identify oneself on the Internet, to computers or other access control systems.

Note: Please have your user ID and password ready.

Go to the following link to request for a user certficate: CA-Server

In the search field area type
the domainname „fh-swf“. The correct
Domain appears in the lower area.
Select this.

Enter your user ID and password and
click on “Login“.
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https://service.seamlessaccess.org/ds/?entityID=https%3A%2F%2Fcert-manager.com%2Fshibboleth&return=https%3A%2F%2Fcert-manager.com%2FShibboleth.sso%2Fgeant%3FSAMLDS%3D1%26target%3Dss%253Amem%253Ad53ca0d2dacb2d47246abc86b201504df63c02e2873ba3c08ad246b608364109
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After a successful registration, the
information to be transmitted is
displayed. Click on „transfer
information“.

The certificate profile is automatically
preset.
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You can choose a term of one or two
years.

In the “Enrollment Method“, two
methods can be chosen from:

Key generation: private key and
request are generated by the provider.

CSR: request generated with an
existing private key can be uploaded.

If “Key Generation“ is selected, the key type and the key length must now be specified.

For compatibility reasons, “RSA-2048“ is typically recommended.
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If you select “CSR“, the self-created
request can be uploaded or pasted
using copy & paste.

Instructions for creating your own CSR
is available following this link:

Sectigo

The certificate must be protected with
its own secure password. This is
required for later installation of the
certificate.

"Secure AES256-SHA256", suitable for
many operating systems. 

“Compatible TripleDES SHA1”, 

suitable for MacOS/IOS users.

In this case, the protection algorithm is selected to secure the private key.

Importing via „Secure AES-SHA256“ may cause errors on some systems.

If that’s the case, here’s a solution.

The certificate is then generated and displayed in the download window. 
Save the ".p12 file" in a safe place and integrate it into the desired application.

For the integration of the certificate (using Firefox as an example), see the separate 
documentation on the website.
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https://doku.tid.dfn.de/de:dfnpki:tcs:usercert#auswahl_des_key_protection_algorithms_in_formularen_fuer_p12-dateien
https://sectigo.com/faqs/detail/Certificate-Signing-Request-CSR-generation-for-S-MIME-certificates-enrolled-using-REST-API/kA03l00000117IP

